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Vuln. Detection in source code

Detecting software vulnerabilities in source code:

• Traditional static analyzers frequently produce a large number of false alarms

• Deep-learning (DL) methods have shown their effectiveness

• Sequential-based DL methods (RNNs, LTSM, Transformer): source code as a flat text

• Graph-based DL methods (GNN): graphs (AST, . . . ) as intermediate representation
of the source code

Previous study

• No statement-level detection capability

• No knowledge about the reasons underly-
ing the vulnerability

• The only element used as the source for
features is the source code.

Domain Knowledge

Tool

https://github.com/RosmaelZidane/VVulDet

Statement-level vulnerability detection output.
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(a) and (b) Collection of domain knowledge information and source code from public benchmarks
and datasets of vulnerable code repositories and online resources (MITRE CVEs and CWEs)
1. Feature Extraction: from domain knowledge information and source code to vector-based
representation by CodeBERT
2. Graph Construction: a multi-graph representation (CPG, AST, DDG, ...) is extracted from
the source code and embeddings derived by means of Node2Vec and CodeBERT
3. Classification: A GAT+MLP model is used for feature learning and making predictions.

Empirical Results

Scientific achievements: Paper

1. Enhanced Graph Neural Networks for Vulnerability Detection in Java via Advanced Subgraph Construction
IFIP International Conference on Testing Software and Systems (2024).
2. Enhancing Vulnerability Detection with Domain Knowledge: a Comparison of Different Mechanisms
IFIP International Conference on Testing Software and Systems (2024).
3. Towards a Knowledge Graph based approach for vulnerable code weaknesses identification
IFIP International Conference on Testing Software and Systems (2024).
4. Incorporating Domain Knowledge into GNNs for Advanced Vulnerability Detection in Java

Proceedings of the 6th ACM/IEEE International Conference on Automation of Software Test (AST 2025)

Demo and Video

Statement-level vulnerability detection example.


